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Introduction



Scope

➢ Past five years

➢ Attribution to nation -states/political motives

➢ Level of attack requires resources



What is Physical Security?
➢ Protection of physical systems

➢ People, property, assets involved

➢ A tenant of the wellbeing of the physical world



Historic Attack: Stuxnet 
➢ Computer Worm (2009)

➢ Allegedly USA 
➢ Operation Olympic Games

➢ Destroyed near 1000 Iranian centrifuges



Energy & Smart Grid



Colonial Pipeline May 7, 20 21
➢ Attributed to Darkside Hacker Group 

➢ Located in Eastern Europe

➢ Ransomware Attack

➢ Energy insecurity: cut off supply to East Coast for days 
➢ Moves 45% of all fuel consumed on East Coast



Ukraine Viasat Attack               Fe b  24 , 20 22 
➢ Russian military intelligence (GRU)

➢ Acid Rain

➢ DDoS & malware wiper

➢ US satellite internet provider 

➢ European network outages 

➢ Coincide with physical invasion



Transportation



MTA Breach April, 20 21

➢ Attributed to Chinese government
➢ Attacked early April, stayed late April

➢ Zero-day vulnerability in Pulse Connect Secure

➢ No severe damages 
➢ 3/18 systems impacted



Metrolinx Attack J anua ry, 20 18
➢ Provincially run Toronto suburban transit authority 

➢ Attributed to North Korea 
➢ Routed through Russia

➢ Firewall breach and malware 

➢ No severe damages



Healthcare



Conti Ireland Hospital May, 20 22
➢ Russian cybercrime group

➢ Possible ties to Russian government 

➢ Ransomware as Service 
➢ Two months between intrusion and attack

➢ Delayed hospital functions 
➢ Hospital treatments, surgeries



Maui Ransomware May, 20 21
➢ Attributed to North Korea 

➢ Initial access vectors unknown 

➢ Encrypt medical data
➢ electronic health records, diagnostics, imaging, and intranet 

➢ Delay hospital operations
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Trend Analysis
➢ Energy 

➢ Widespread effect on operations

➢ Transportation

➢ Reconnaissance

➢
➢ Healthcare

➢ Increasingly at risk post -Covid

➢ Loss of life



Trend Analysis
➢ Chaos

➢ Malware & DDOS
➢ specifically ransomware 

➢ Physical damage to loss of life

➢ Infrastructure increasingly at risk  



Human Security
➢ United Nations Framework

➢ Seven components of human security
➢ Personal 

➢ Community 

➢ Economic 

➢ Political  

➢ Food 

➢ Health 

➢ Environment



Putting Human Security in Context
➢ Pegasus Spyware (2016)

➢ Israeli cyber -weapons firm 
NSO Group 

➢ Insecurity of phone, info, people
➢ Personal 

➢ Community 

➢ Economic 

➢ Political 



Big Picture
➢ Cybersecurity is Human Security

➢ Various intentions
➢ Deliberate physical threats 

➢ Physical threat is byproduct

➢ Immense resources



Future of Cyberspace
➢ Attribution issue  

➢ Spillover effects 

➢ Declaration of war



Takeaways

Collaboration

Convergence

Communication

Collaboration Coordination



Special Thank to the Sources
CISA 

White House

Vox

NPR

IBM

Cyber Peace Institute

Politico

Krebsonsecurity

CISSecurity

Pelco

Hawaii

Microsoft

NBC

Cyberlaw

HHS

New York Times

Reuters

Checkpoint

SANS

Belfer Center

DFS NY

The ALS Group
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https://www.cisa.gov/sites/default/files/publications/Cybersecurity%20and%20Physical%20Security%20Convergence_508_01.05.2021_0.pdf
https://www.whitehouse.gov/briefing-room/statements-releases/2021/04/15/fact-sheet-imposing-costs-for-harmful-foreign-activities-by-the-russian-government/
https://www.vox.com/recode/22428774/ransomeware-pipeline-colonial-darkside-gas-prices
https://www.npr.org/2021/05/08/995040240/cybersecurity-attack-shuts-down-a-top-u-s-gasoline-pipeline
https://exchange.xforce.ibmcloud.com/collection/06d0917405c36ca91f5db1fe0c01d1ad
https://cyberconflicts.cyberpeaceinstitute.org/law-and-policy/cases/viasat
https://www.politico.com/news/2022/12/28/cyberattacks-u-s-hospitals-00075638
https://krebsonsecurity.com/2022/04/contis-ransomware-toll-on-the-healthcare-industry/
https://www.cisecurity.org/solarwinds
https://www.pelco.com/blog/physical-security-guide#:%7E:text=There%20are%20all%20kinds%20of,methods%20work%20together%20in%20stages
https://maui.hawaii.edu/wp-content/uploads/2022/07/Scenario-Colonial-Pipeline-Ransomware-Attack.pdf
https://research.checkpoint.com/2022/can-you-trust-a-files-digital-signature-new-zloader-campaign-exploits-microsofts-signature-verification-putting-users-at-risk/
https://www.nbcnews.com/tech/security/cyberattack-hits-major-u-s-hospital-system-n1241254
https://cyberlaw.ccdcoe.org/wiki/Ireland%E2%80%99s_Health_Service_Executive_ransomware_attack_(2021)
https://www.hhs.gov/sites/default/files/2022-retrospective-and-2023-look-ahead.pdf
https://www.nytimes.com/2021/06/02/nyregion/mta-cyber-attack.html
https://www.reuters.com/technology/china-linked-hackers-used-pulse-secure-flaw-target-us-defense-industry-2021-04-20/
https://research.checkpoint.com/2022/can-you-trust-a-files-digital-signature-new-zloader-campaign-exploits-microsofts-signature-verification-putting-users-at-risk/
https://www.sans.org/blog/what-you-need-to-know-about-the-solarwinds-supply-chain-attack/
https://www.belfercenter.org/publication/solarwinds-attack
https://www.dfs.ny.gov/system/files/documents/2021/04/solarwinds_report_2021.pdf
https://info.thealsgroup.com/blog/cyber-attacks-property-damage


Thank You
shreeya@udel.edu
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